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PRIVACY/TRANSPARENCY NOTICE  

Protecting your Confidentiality   

  
Person responsible for review of this Privacy Notice:  April Haigh 

Date Written  Version  Last Review  Next Review  Comments  

01/07/2021  1.0    July 2022    

  1.1  22/10/2022  October 2023  Added Minuteful Kidney privacy notice  

   1.2  16/04/2024  April 2025   

 1.3 31/10/2024 April 2025 Updated ICB contact details 

 1.4 20/4/2026 April 2027 Updated ICB contact details 

  

We are a Primary Care General Practice providing a wide range of services including:  

• Patient consultations – GP’s and Practice nurses  

• Chronic disease management  

• Minor surgery  

• Phlebotomy  

• Anticoagulant clinics  

• Dispensing  

• Family planning including antenatal  

• Research  

• Counselling  

  

We have approximately 11,200 patients registered, we have 4 Partners and employ 45 staff across 3 

sites:  New House, Hillside and Riverbank Surgeries.  

Your information, what you need to know  

This privacy notice explains why we collect information about you, how that information may be 

used and how we keep it safe and confidential.  

• What information are we collecting?  

• Who collects the data?    how is it collected?  

• Why do we collect it?  

• How will we use the data?  

• Who will we share it with?  
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• What is the effect on the individuals?  

  

Why we collect information  

Health care professionals who provide you with care are required by law to maintain records about 

your health and any treatment or care you have received within any NHS organisation.  These 

records help to provide you with the best possible healthcare.  We collect and hold data for the sole 

purpose of providing healthcare services to our patients.    

In carrying out this role we may collect information about you which helps us respond to your 

queries or secure specialist services.    

We keep your information in written form and/or in electronic form.  The records may include basic 

details about you and they may also contain more sensitive information about your health.   

Details we collect about you  

The healthcare professionals who provide you with care maintain records about your health and any 

treatment or care you have received previously (e.g., NHS Trusts, GP Surgeries, Walk-in Clinics, etc).  

We keep data on you which will be used to support delivery of appropriate care and treatment and 

this may include:  

• Details such as your name, address, date of birth, next of kin   

• Any contact the surgery has had with you such as appointments, clinics visits, emergency 

appointments, etc.  

• Notes and reports about your health  

• Details about your treatment and care  

• Results of investigations, such as blood tests, x-rays, etc.  

• Relevant information from other health professionals, relatives or those who care for you.  

  

Sensitive data relates to genetic data, sexual orientation, race, your religious beliefs, whether you 

have a disability, allergies and health records.  

Information is collected via you, healthcare professionals and hospital correspondence.  

How we keep your information confidential and safe  

Everyone working for the NHS is subject to the Common Law Duty of Confidence and the Data 

Protection Act 2018.  Information provided in confidence will only be used for the purposes to which 

you consent to, unless there are other circumstances covered by the law.  

  

The NHS Digital Code of Practice on Confidential Information applies to all our staff and they are 

required to protect your information, inform you of how your information will be used and allow you 

to decide if and how your information can be shared.  
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All our staff undertake annual mandatory training in data protection, confidentiality, and information 

governance.  All our staff are expected to make sure information is kept confidential and safe and 

they are aware of their personal responsibility.    

Our doctors, nurses and other healthcare professionals are registered, regulated and governed by 

professional bodies.  

NHS health records may be electronic, on paper or a mixture of both.  We use a combination of 

working practices and technology to ensure that your information is kept confidential and secure.  

Information we hold is kept in secure locations, is protected by appropriate security and access is 

restricted to authorised personal.  Records are backed up securely in line with NHS procedures.  

We may be asked to share basic information about you, such as your name and parts of your address 

which does not include sensitive information from your health records.  We ensure external data 

processors are legally and contractually bound to operate and prove security arrangements are in 

place where data that could or does identify a person are processed.    

For example, healthcare services, public health or national audits.  We are committed to protecting 

your privacy and will only use information collected lawfully in accordance with:  

• Data Protection Act 2018  

• Human Rights Act 1998  

• Access to Health Records Act 1990  

• Freedom of Information Act 2000  

• Computer Misuse Act 1990  

• Common Law Duty of Confidentiality  

• Health and Social Care Act 2015  

• Public Records Act 1958  

• Records Management Code of Practice Health & Social Care 2016  

• Information Security Management NHS Code of Practice  

• The Care Record Guarantee for England  

• International Organisation for Standardisation (ISO) – information Security 

Management Standards (ISMS)   

Non-NHS organisations may include but are not restricted to; social services, education services, 

local authorities, the police, voluntary sector providers and private sector providers.   

We maintain our duty of confidentiality to you at all times. We will only ever use or pass on 

information about you if others involved in your care have a genuine need for it. We will not disclose 

your information to any third party without your consent unless there are exceptional circumstances 

(i.e. life or death situations), or where the law requires information to be passed on.  

  

How we use your information  

Under the powers of the Health and Social Care Act 2015, NHS Digital can request personal 

confidential data from GP Practices without seeking patient consent. Improvements in information 
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technology are also making it possible for us to share data with other healthcare providers with the 

objective of providing you with better care.  

You can object to your personal information being shared with other health care providers but if this 

limits the treatment that you can receive then the doctor will explain this to you at the time.  

Occasionally your information may be requested to be used for research purposes. We will always 

gain your consent before releasing any information for this purpose.  

To ensure you receive the best possible care, your records are used to facilitate the care you receive. 

Information held about you may be used to:  

• Improve individual care, diagnosis and safety  

• Help protect the health of the general public  

• Understand more about disease risks and causes  

• Develop new treatments and preventions  

• Plan services and to help us manage the NHS  

• Train healthcare professionals  

• Help with research and audits  

• Provide data on performance  

  

We will never share your information outside of health partner organisations without your explicit 

consent unless there are exceptional circumstances such as when the health or safety of others is at 

risk, where the law requires it or to carry out a statutory function.  We will assume you are happy to 

for your information to be shared unless you choose to opt-out (see below).  

This means you will need to express an explicit wish not to have your information shared with the 

other NHS organisations; otherwise they will be automatically shared. We are required by law to 

report certain information to the appropriate authorities. This is only provided after formal 

permission has been given by a qualified health professional.   

There are occasions when we must pass on information, such as notification of new births, where we 

encounter infectious diseases which may endanger the safety of others, such as meningitis or 

measles (but not HIV/AIDS), and where a formal court order has been issued. Our guiding principle is 

that we are holding your records in strictest confidence.  

Your right to object or withdraw consent for us to share your information (opt-out)  

We mainly use, store and share your information because we are permitted in order to deliver your 

healthcare but you do have a right to object to us doing this.  

  

Where we are using, storing and sharing your information based on explicit consent, you have a right 

to withdraw your consent to personal data being used at any time.    
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Opting out  

If you don’t want your identifiable patient data to be shared for purposes except for your own care, 

you can opt-out by going online and using the NHS website, Choose if data from your health records 

is shared for research and planning - NHS (www.nhs.uk) 

If you do not want NHS Digital to share your identifiable patient data with anyone else for purposes 

beyond your own care, then you can also register a National Data Opt-out.  

National Data Opt-out (opting out of NHS Digital sharing your data)  

We will collect data from GP medical records about patients who have registered a National Data 

Opt-out. The National Data Opt-out applies to identifiable patient data about your health, which is 

called confidential patient information.  

NHS Digital won’t share any confidential patient information about you – this includes GP data, or 

other data we hold, such as hospital data – with other organisations, unless there is an exemption to 

this.  

To find out more information and how to register a National Data Opt-Out, please read the Your NHS 

Data Matters page for more details.  

  

You can also find out more about how patient information is used at:  

• NHS Digital: https://digital.nhs.uk/data-and-information/data-collections-and-data-

sets/datacollections/general-practice-data-for-planning-and-research/gp-privacy-notice  
• NHS Health Research Authority: https://www.hra.nhs.uk/information-about-patients/   

• Understanding Patient Data: https://understandingpatientdata.org.uk/  

  

You can change your mind about your choice at any time.  

Data being used or shared for purposes beyond individual care does not include your data being 

shared with insurance companies or used for marketing purposes and data would only be used in 

this way with your specific agreement.  

Our legal basis for sharing data with NHS Digital  

All GP practices in England are legally required to share data with NHS Digital for this purpose under 

the Health and Social Care Act 2012 (2012 Act). More information about this requirement is contained 

in the data provision notice issued by NHS Digital to GP practices.  

Under GDPR our legal basis for sharing this personal data with NHS Digital is Article 6(1)(c) - legal 

obligation. Our legal basis for sharing personal data relating to health, is Article 9(2)(g) – substantial 

https://gbr01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.nhs.uk%2Fyour-nhs-data-matters%2F&data=05%7C02%7Capril.haigh%40nhs.net%7C2ba2b3097f9646cca68908dc5ee6b203%7C37c354b285b047f5b22207b48d774ee3%7C0%7C0%7C638489593195063290%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=sTgoqdJGNdrK%2BO%2B53KM6HMcrdDKWBmCUNlAwrlMFFPw%3D&reserved=0
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public interest, for the purposes of NHS Digital exercising its statutory functions under the COVID-19 

Direction.  

The type of personal data we are sharing with NHS Digital  

The data being shared with NHS Digital will include information about patients who are currently 

registered with the Practice or who have a date of death on or after 1 November 2019 whose record 

contains coded information relevant to coronavirus planning and research. The data contains NHS 

Number, postcode, address, surname, forename, sex, ethnicity, date of birth and date of death for 

those patients.   

It will also include coded health data which is held in your GP record such as details of:  

• diagnoses and findings  

• medications and other prescribed items  

• investigations, tests and results  

• treatments and outcomes  

• vaccinations and immunisations  

How NHS Digital will use and share your data  

NHS Digital will analyse the data they collect and securely and lawfully share data with other 

appropriate organisations, including health and care organisations, bodies engaged in disease 

surveillance and research organisations for coronavirus response purposes only. These purposes 

include protecting public health, planning and providing health, social care and public services. The 

British Medical Association, the Royal College of General Practitioners and the National Data 

Guardian are all supportive of this initiative.  

Supporting Locally Commissioned Services   

ICBs and Public Health Surrey County Council support GP practices by auditing pseudonymised data 

to monitor locally commissioned services, measure prevalence and support data quality.  The data 

does not include identifiable information and is used to support patient care and ensure providers 

are correctly paid for the services they provide.  

Your right to correction  

If information about you is incorrect you are entitled to request that we correct it.  There may be 

occasions where we are required by law to maintain the original information.  

Who will the information be shared with?  

We may need to share information about you with others, subject to strict agreements on how it will 

be used.  These are the type of organisations we may share your information with:  

• NHS Trusts/Specialist Trusts  

• Private Healthcare Organisations   

• Independent Contractors such as dentists, opticians, pharmacists  
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• Primary Care Networks  

• Voluntary Sector Providers  

• Integrated care Boards (ICB)  

• Social Care Services  

• Local Authorities  

• Ambulance Trusts  

• Education Services  

• Fire and Rescue Services  

• Police  

• Other ‘Data Processors’  

  

Summary Care Record (SCR)  

NHS England uses a national electronic record called the Summary Care Record (SCR) to support 

patient care. It contains key information from your GP record. Your SCR provides authorised 

healthcare staff with faster, secure access to essential information about you in an emergency or 

when you need unplanned care, where such information would otherwise be unavailable.  

Summary Care Records are there to improve the safety and quality of your care. SCR core 

information comprises your allergies, adverse reactions and medications. An SCR with additional 

information (SCR-AI) can also include reason for medication, vaccinations, and significant diagnoses  

/problems, significant procedures, anticipatory care information and end of life care information.   

  

Additional information can only be added to your SCR with your agreement.  

Please be aware that if you choose to opt-out of SCR, NHS healthcare staff caring for you outside of 

this surgery may not be aware of your current medications, allergies you suffer from and any bad 

reactions to medicines you have had, in order to treat you safely in an emergency.  

Your records will stay as they are now with information being shared by letter, email, fax or phone. If 

you wish to opt-out of having an SCR please contact the Practice.  

Clinical Audits  

Information may be used for clinical audit to monitor the quality of the service provided. Some of 

this information may be held centrally and used for statistical purposes. Where we do this we take 

strict measures to ensure that individual patients cannot be identified e.g. the National Diabetes 

Audit.  

Accurx (website)  

Accurx is the dashboard that is linked to the Practice website that allows the Practice to operate 

digitally. Patient inputs information for the use of GP triage.  Access is via authorised username and 

password connected to the HSCN (N3).  
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LumiraDx (INRstar)  

LumiraDx is point of care software that allows the Practice to manage anticoagulation monitoring on 

a safe and effective basis. It supports the induction, dosing and review of all anticoagulant patients. 

Access to this system is via authorised username and password connected to the HSCN (N3).  

LumiraDx privacy notice can be found at https://lumiradxcaresolutions.com/privacy-policy/.   

National Registries  

National Registries (such as the Learning Disabilities Register) have statutory permission under 

Section 251 of the NHS Act 2006, to collect and hold service user identifiable information without 

the need to seek informed consent from each individual service user.  

Population Health Management  

The GP Practice and the Surrey Heartlands Partnership work with partners to link local data together 

to make better decisions on the care of our patients.  What this means is that data that is held in  

GPs, Hospitals and community care can be linked to see what the needs of the local population are.  

This will help partners improve care for groups of people in the community. This is called a  

Population Health approach. Whilst the data will be linked, those partners will not be able to identify 

individuals as any identifiable data will be removed. If there is a need to identify individuals then this 

can only be done by the GP or other organisation that holds that data.     

Safeguarding  

To ensure that adult and children’s safeguarding matters are managed appropriately, access to 

identifiable information will be shared in some limited circumstances where it’s legally required for 

the safety of the individuals concerned.  

Software  

We may use other software within the practice as part of our data processing but data is not shared 

with anyone else and is not stored outside of the practice.  

Surrey Care Record  

The Surrey Care Record is an Electronic Health Record (EHR) linking system that brings together 

patient/client’s information across health and care systems in a secure manner, giving a summary of 

your information which is held within a number of local records.  

For more information see: https://www.surreyheartlands.uk/surrey-care-record-privacy-notice  

You have the right to object to information being shared for your own care. Please speak to the 

practice if you wish to object. You also have the right to have any mistakes or errors corrected.  

Clinical Research  

Occasionally your information may be requested to be used for research purposes. The practice will 

always gain your consent before releasing any information for this purpose.  Research organisations 

ethically approve companies to gather data on their behalf:  

  

OPC UK – the data extracted from the practice is de-identified pseudonymised data (removal of 

name, date of birth, address, contact information, NHS number) is stored on their database.   The 

OPC Research Database is approved by NHS Health Research Authority and only provides 
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anonymised data for ethically approved, scientific and exploratory research to help improve patient 

outcomes.  Research data is anonymised in accordance with the Information Commissioner’s 

Anonymisation Code of Practice.  

  

Supporting Medicines Management  

Supports local GP practices with prescribing queries which generally do not require identifiable 

information. CCG pharmacists work with the Practice to provide advice on medicines and prescribing 

queries, and review prescribing of medicines to ensure that it is safe and cost-effective.   

Risk Stratification   

Risk Stratification is a process for identifying and managing patients who are most likely to need 

hospital or other healthcare services.   

Risk stratification tools used in the NHS help determine a person’s risk of suffering a particular 

condition and enable us to focus on preventing ill health and not just the treatment of sickness, i.e. 

diabetes, heart disease, risk of falling. Information about you is collected from a number of sources 

including NHS Trusts who link our records to other records that they access such as hospital 

attendance records.  This shared information enables other healthcare workers to provide the most 

appropriate advice, investigations and treatments.  

  

Access to your information  

Under the new General Data Protection Regulation (GDPR) 2018 everybody has the right to see, or 

have a copy, of data we hold that can identify you, with some exceptions. You do not need to give a 

reason to see your data.   

Every patient can have access to their medication records on-line but if you want to access your data 

you must make the request in writing. Under special circumstances, some information may be 

withheld. If you wish to have a copy of the information we hold about you, please contact the 

Practice.  

Data Protection Officer  

If you wish to discuss or exercise any of your rights, please contact the Practice directly in the first 

instance:  

  

April Haigh, Operations Manager  

Email: april.haigh@nhs.net 

Tel: 01306 881313  

Dorking Medical Practice  

142a South Street  
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Alternatively, the Practice’s Data Protection Officer can be contacted directly.  

Every Practice is required to have a Data Protection Officer, responsible for overseeing data privacy 

compliance and manage data protection.  Our Data Protection Officer is:  

Dan Clement, Associate Director ICS Information Governance/Data Protection Officer (NHS Kent & 

Medway Integrated Care Board), Tel: 01634 335095, email kmicb.ig@nhs.net 

Change of details  

It is important that you tell the Practice if any of your details such as your name or address have 

changed or if any of your details are incorrect in order for this to be amended.  Please inform us of 

any changes so our records for you are accurate and up to date.  

Mobile numbers & email addresses  

If you provide us with your mobile phone number/email address, we may use this to send you 

reminders about your appointments, other health screening information or to make an appointment 

for a review.  Please let us know if you do not wish to receive reminders on your mobile and/or email 

address.  

Further information  

Dorking Medical Practice is registered with the Information Commissioners Office (ICO).  Our 

registration can be viewed online at https://ico.org.uk/about-the-ico/what-we-do/register-of-

datacontrollers/  
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