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GP Practice Data Protection Officer Advice Note

Activity Name: Accurx Scribe (Al)
ICB Reference Number: 2025-30
Status Final

Scope of advice provided:

Please note that this Data Protection Officer (DPO) advice is provided for supported Surrey
Heartlands GP Practices only and is limited to those GP Practices listed at Annex 2. Where
activities involve other Surrey Heartlands ICS or Place Partnership partner organisations then it
is likely that the arrangements will also require review by the DPOs of each partner organisation.
Where the advice relates to an ICT system, this is limited to version reviewed.

Methodology:

The advice provided is based on the DPQO'’s review of the documents detailed at Annex 1.

Brief Summary of Activity

The Accurx Scribe feature (see Scribe) is an Ambient Voice Technology (AVT) system which:

e Listens to the conversation a clinician has with their patient during the consultation

o Provides real-time transcription of consultations

e Summarises the transcription of the conversation

e Generates content based on the transcription such as clinical notes, referral and/or
patient letters

e Saves consultation notes and coding back to the patient record

DPO Advice
The DPO review undertaken has included consideration of the following risks:

1. Unlawful processing of data

It is noted that:

o jtwill be lawful for Accurx to process practice data (including health data relating to
patients) once an appropriate Data Processor Deed is in place.

e The normal lawful basis for practice activities (e.g. Article 6(2)(e) Public Task & Article
9(2)h Health Purposes) will apply to the activity.

e The Data Processing Deed provides the same level of protection as NHS standard
documents — however the specific Services and Duration are not stated within this as it
just includes refers to the Contract, which was not provided for DPO review. GP
Practices should therefore ensure that the Contract clear states the specific Services to
be provided, includes a fixed duration, and does not include any clauses that are
contradictory to the Data Processing Deed.
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2. Inappropriate Access to Personal/ Confidential Data

It is noted that:

The security accreditation for supplier and system has been verified (satisfactory 24/25
NHS Data Security & Protection Toolkit & Cyber Essentials Plus) and meets minimum
requirements for AVT systems.

A completed DTAC Form has been supplied and there are no concerns regarding the
information provided in the Data Protection and Technical Security related sections.

3. Individuals’information related rights are not met

It is noted that:

Patients should be made aware of how their personal data is processed and be given the
opportunity to object to this.

The audio stream is processed in real-time during conversations and automatically
deleted as soon as the audio is transcribed by Accurx Scribe

Use of Al for transcription of patient notes is new and innovative — therefore it may not be
within the reasonable expectations of patients currently that this technology will be
used to support their healthcare. It is therefore recommended that Practice’s take
appropriate steps to mitigate risks in this area by ensuring that all patients are made
aware that the technology be used (e.g. via posters within Waiting Rooms and on
Consultation Room doors etc) and that they are given the opportunity to object to it,
prior to it occurring (e.g. system recording only turned on at start of consultation after
they have ‘consented’).

The practice is responsible for ensuring that personal data is accurate — the data quality
of record created by the system should therefore be verified by the clinician prior to this
being entered into the patient’s records included within the Practice’s Patient
Administration System.

4) Compliance with NHS requirements

Practices should note the contents of the ‘Priority Notification: Ensuring Safe and Assured
Adoption of Al Scribe Technology’ document issued by NHS England which states that AVT tools
that do not meet the required assurance standards are not used —the ICB’s Primary Care Digital
Team are able to provide confirmation of the current status for AVT systems including Accurx
Scribe (please contact them at syheartlandsicb.digitalfirst@nhs.net

DPO Advice

The residual risk ratings for the above areas can be mitigated to a level that is within the risk
tolerance (Low/ 1 - 4) included within the ICB’s Risk Management Policy by the Practice
undertaking the following:

The Data Processor Deed is signed by Practice Caldicott or Partner

Ensure that the Contract clearly states the specific Services to be provided, includes a
fixed duration, and does not include any clauses that are contradictory to the Data
Processing Deed.
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e Ensure that SSO applied to user accounts created by the Practice

e Ensure that processing activity is detailed within their Records of Processing

e Update Privacy Notice on Practice website to refer to Practice use of Al for AVT

e Ensure all patients are made aware that Al AVT technology is used (e.g. via posters
within Waiting Rooms and on Consultation Room doors etc)

e Develop script for staff to use at beginning of consultations to ensure patient fully
informed regarding the processing and has no objection / consent to this

e Provide staff training / guidance regarding use of system including:

o ensuring that patients are made aware of processing and given the opportunity
to object toit, prior to processing occurring (e.g. system recording only turned on
after they have ‘consented’)

o appropriate dictation regarding voice and words used and responsibility for
practitioners to review and revise the outputs before uploading to the PAS
system

e Data quality of record created by the AVT system (including any coding) should be
verified by the clinician prior to upload to the patient record

e  Only use the Accurx Scribe on CSU supported devices within the Practice and not
mobile devices, as the Accurx Scribe is unable to save transcripts to the PAS from a
mobile device

e The clinician responsible for providing the care should turn AVT tools off at the end of
each patient consultation and on again only when the next patient has consented to the
system being used

Recommendation

It is the recommendation of the DPO approval should be provided by the Practice’s Caldicott
Guardian / Partner for the system used once satisfactory assurance has been received regarding
the above areas and they have confirmed with the Primary Care Digital Team the AVT product’s
current level of compliance with the non-1G related requirements detailed in the applicable
NHS guidance.

Itis also recommended that Practices consider seeking views of Patient Participation
Engagement Group and Healthwatch regarding transparency and objection processes for Al
systems so they can fully understand current patient expectations in this area. Practices should
then consider feedback and review transparency and consent / objection processes based on
this.

This advice had been provided by the Practice’s appointed DPO on 10/09/2025.
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Practice Review of DPO Advice & Decision

DPO advice accepted or
rejected:

| DPO advice accepted or [NEIS

rejected by: Job Title /

Role PRACTICE MANAGER

Comments:

Consultation
undertaken:

Annex 1 - Documents Reviewed

8
3

No Description

1 Companies House Registration

Accurx companies
House.docx

2 ICO Registration

)

Registration
Certificate - ZA2021"

3 DSPT

i)

POF

Accurx 24-25
DSPT.pdf

4 DTAC

)

PDF

[Latest] DTAC -
Accurx (full platform)

5 | DPIAs: I

PDF

e Supplier DPIA Accurx Scribe DPIA
e ICB developed DPIA for Practices (Published).pdf

Lt

DPIA25 - 116 Accurx
Scribe (Al) V0.1 draft.c

6 Data Processing Deed

&)

Data Processing
Deed for DFOCVC (Ac

7 Cyber Essentials+ Certificate
PDF

Accurx_CE+.pdf

8 Supplier ISO27001 N/A
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9 NHS Guidance =B
PDF

Priority Notification: Ensuring Safe and Assured Final System Comms
Adoption of Al Scribe Technology 09062025 2 1.pdf

Annex 2 - Scope of Advice

The DPO advice provided within this Advice Note relates to all Surrey Heartlands GP Practices
excluding those within the Modality East Surrey Medical Practice and Oxted Medical Centre.

Annex 3 - Risk Scoring (extracted from NHS Surrey Heartlands ICB’s Risk Management Policy —
see CORP02 Risk Management Policy v2.0 [docx] 152KB)

8. Appendix A - Risk Matrix & Scoring Methodology

These tables have been taken from the National Patient Safety Agency® and have been adapted for Surrey Heartlands ICB’s use.

Table 1: Consequence (C) score (severity levels) and examples of descriptors

[ Domains | 1 Negligible _ 3 Moderate

Statutory No or minimal Single breach in statutory duty
duty/ impact or breach .
inspections | of guidance/ Challenging e?"e"’?'

statutory duty recommendations/ improvement

notice

Adverse Rumours Local media coverage —
publlt:lt_yl Potential for long-term reduction in public
reputation -

public concern confidence

Table 2: Likelihood score (L)

What is the likelihood of the consequence occurring?

The frequency-based score is appropriate in most circumstances and is easier to identify. It should be used whenever it is possible to identify a frequency.
Likelihood

score 1 Rare 3 Possible

Frequency This will Might happen or recur
probably never occasionally

How often

might it/ does it| "2PPENV recur

happen

Table 3: Risk scoring = consequence X likelihood (C x L )

Likelihood score ‘ 1 Rare 3 Possible 4 Likely 5 Almost certain
g 5 Catastrophic
]
[
Q
S |3 Moderate
3
§ 2 Minor
§ 1 Negligible

For grading risk, the scores obtained from the risk matrix are assigned grades as follows

. 1-4 Low risk
5-8 Moderate risk
9-12 High risk

I 15-25 Significant risk
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Supporting what outcomes? Expected target
score range / Risk
level

e Safe patient care / services 1-4

e Serious incident avoidance Low risk tolerance

e Long-term financial sustainability

e Health and Safety

e Maintenance of critical systems

o Nationally defined expectations or regulatory compliance
e Continued confidence of the public in the ICB

e Stakeholder collaboration 5-8

¢ In-year financial balance Moderate risk

e Good workforce strategy and organisational change tolerance

e Patient safety awaiting or following national direction

e Maintenance of non-critical systems 9-12

e Decision making processes that may require reputation High risk tolerance

management
e Effective management of delegated functions

e Taking carefully described financial and clinical risks for long term
benefit
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