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St Stephen’s House Surgery

1 Introduction

1.1 Policy statement

This policy has been created as an easy read guide to understand how this organisation
deals with patient data in accordance with the Data Protection Act 2018 and especially Part
2, Chapter 2 of the legislation that is the UK GDPR.

This document is predominantly a guide for both children and those who may have a
learning disability. It can also be used as a quick read for all as it provides the information to
patients regarding how patient data is processed for the provision of direct care, research,
audit and screening programmes.

It can be read in conjunction with the organisation’s UK General Data Protection Regulation
(UK GDPR) Policy.

1.2 Status

The organisation aims to design and implement policies and procedures that meet the
diverse needs of our service and workforce, ensuring that none are placed at a
disadvantage over others, in accordance with the Equality Act 2010. Consideration has been
given to the impact this policy might have regarding the individual protected characteristics
of those to whom it applies.

2 Compliance

2.1 Data Protection Act 2018 and UK GDPR

The General Data Protection Regulation (GDPR) became law on 24 May 2016. This was a
single EU-wide regulation for the protection of confidential and sensitive information. It
entered into force in the UK on the 25 May 2018, repealing the Data Protection Act (1998).

Following Brexit, the GDPR became incorporated into the Data Protection Act 2018 ( DPA18)
at Part 2, Chapter 2 titled The UK GDPR

This organisation will ensure that ény personal data is processed in accordance with Article
5 of the UK GDPR and information about how this is done will be provided to applicants in a
format that is compliant with Article 12 of the UK GDPR.

2.2 Communicating privacy information

This organisation must provide information about how data is processed in the form of a
privacy notice. An easy read privacy notice template is available at Annex A.

The Information Commissioner’s Office (ICO) has provided a privacy notice checklist that
can be used to support the writing of this privacy notice.

2.3 Data for planning and research
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The organisation may also share data for research and other purposes, for example when
required by law for public health reasons, or anonymised for clinical research, e.g., through
the Clinical Practice Research Datalink.

Patients can decide as to whether data is used for research or planning and, be it a child
under 13 years or a child over 13 who has capacity, all have the right to opt-out of such
arrangements. No patient identifiable information will ever be shared for research without the
consent of the patient.

Further information can be found in the NHS E guidance titled Choose if data from vour
health records is shared for research and planning.

2.4 National Data Opt Out

This organisation will ensure patients are compliant with the national data opt-out policy by
following the NHS England guidance tilted National Data Opt-Out. Patient information from
NHS England can be found in the guidance titled Supporting your patients — information and
resources.

NHS England has provided a NDO-O data protection impact assessment and further reading
can be sought from the National Data Guardian guidance titled Review of Data Security.
Consent and Opt-Outs.

NHS England has been directed by the government to establish and operate the
OpenSAFELY COVID-19 Service and the OpenSAFELY Data Analytics Service. These
services provide a secure environment that supports research, clinical audit, service
evaluation and health surveillance for COVID-19 and other purposes.

Each GP practice remains the controller of its own GP patient data but is required to let
approved users run queries on pseudonymised patient data. This means identifiers are
removed and replaced with a pseudonym. Only approved users are allowed to run these
queries, and they will not be able to access information that directly or indirectly identifies
individuals. Patients who do not wish for their data to be used as part of this process can
register a type 1 opt out with their GP. You can find additional information about
OpenSAFELY at https://www.opensafely.org/

2.5 Use of artificial intelligence

Artificial Intelligence (Al) use is the biggest and fastest moving change to computing in
recent years and is becoming commonplace across all industries including primary care.
With this being new technology, there is a requirement for additional governance measures
to ensure its use is safe and does not expose personal data about both patients and staff to
any unnecessary risks.
Examples of Al use include:

» Generation of business meeting notes and any action points

» Support for clinicians during consultations to compile and document medical records

» Generation of summaries of various team meetings where service users and patient
cases are discussed
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For further information, including how this organisation will comply with the Data Protection
Act 2018 and UK GDPR, refer to the practice’s Privacy Notice — Artificial Intelligence.
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